Science of Law Journal (2024) DOI: 10.23977/1aw.2024.030805
Clausius Scientific Press, Canada ISSN 2616-2296 Vol. 3 Num. 8

Research on Issues and Strategies of International Trade
Law under the Background of the Rapid Development of
Cross-Border E-Commerce

Nan Xue

Taylor's University, Kuala Lumpur, Malaysia
xn842862@163.com

Keywords: Cross-border e-commerce; International trade law; Legal applicability;
Intellectual property protection; Tax issues

Abstract: With the advancement of globalization, cross-border e-commerce, as an
emerging form of international trade, is developing rapidly and has a profound impact on
traditional trade models. The development of cross-border e-commerce not only breaks
geographical barriers and promotes global economic integration but also presents new
challenges in terms of legal and regulatory issues. This paper aims to analyze the main
issues faced by international trade law in the context of cross-border e-commerce and
propose corresponding strategies and recommendations. First, the paper explores the
definition, characteristics, and development trends of cross-border e-commerce. Second, it
analyzes the key legal issues involved in cross-border e-commerce, including legal
applicability, intellectual property protection, tax issues, consumer rights protection, and
data privacy and security. Next, the paper evaluates the limitations of the current
international trade law in addressing cross-border e-commerce issues, pointing out the
deficiencies in international cooperation mechanisms and the gaps in domestic regulations.
Finally, the paper presents a series of strategies, such as improving international
cooperation mechanisms, strengthening legal regulation, and promoting intellectual
property protection and consumer rights protection, to foster the healthy development of
cross-border e-commerce globally.

1. Introduction

With the rapid development of internet technology and the gradual reduction of global trade
barriers, cross-border e-commerce has emerged as an important component of the global economy.
It not only facilitates the diversification and convenience of international trade but also promotes
the flow of goods, services, and capital worldwide. However, the rapid growth of cross-border
e-commerce also presents numerous legal and regulatory challenges, especially in the application
and enforcement of international trade laws. Differences in tax, intellectual property, and
consumer protection laws among various countries and regions have created significant uncertainty
and complexity in the legal framework of cross-border e-commerce. For instance, in China, the
"E-commerce Law of the People's Republic of China" provides a foundational legal framework for
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regulating e-commerce activities within China, addressing issues like consumer protection, data
privacy, and the responsibility of e-commerce platforms. Moreover, the "Cybersecurity Law of the
People's Republic of China™ strengthens regulations concerning data protection, which is
particularly relevant for cross-border e-commerce platforms handling vast amounts of consumer
data. This paper aims to explore the issues faced by international trade law in the context of
cross-border e-commerce and propose strategies to address these challenges. By analyzing the
rapid development of cross-border e-commerce and its profound impact on traditional international
trade, this paper will focus on legal challenges related to legal applicability, intellectual property
protection, tax issues, consumer rights protection, and data privacy and security. Additionally, this
paper will evaluate the limitations of the current international trade law system, analyze the
deficiencies in international cooperation mechanisms, and identify gaps between domestic
regulations, such as the "Foreign Trade Law of the People's Republic of China" and international
legal rules, offering corresponding improvement strategies and recommendations. The study aims
to provide a theoretical foundation for the improvement of the cross-border e-commerce legal
system and valuable reference for governments, businesses, and academia[1].

2. Current Status and Trends of Cross-Border E-Commerce
2.1. Definition and Characteristics of Cross-Border E-Commerce

Ross-border e-commerce refers to international trade conducted through electronic commerce
platforms, enabling the exchange and transaction of goods, services, and related information across
national borders. Unlike traditional cross-border trade, cross-border e-commerce does not rely on
intermediaries or complex logistics channels; instead, businesses and consumers can transact
directly through internet platforms, overcoming limitations of time and space. Key characteristics of
cross-border e-commerce include: a global market where consumers and suppliers are from all over
the world; efficiency in transactions, supported by electronic payment systems, cross-border
logistics, and other technologies; and flexibility and diversity, allowing businesses of all sizes to
participate, with product categories ranging from consumer goods to industrial products. In China,
the legal framework governing e-commerce transactions has evolved significantly. The 2019
"E-commerce Law of the People's Republic of China" addresses various aspects of cross-border
e-commerce, including the regulation of online transactions, consumer rights, and the
responsibilities of e-commerce platforms. Furthermore, the "Cybersecurity Law of the People's
Republic of China", enacted in 2017, establishes critical guidelines for the protection of data
privacy and security in the digital realm. Moreover, the 2021 "Personal Information Protection
Law" emphasizes the importance of safeguarding consumers' personal data, a growing concern in
the cross-border e-commerce sector. Additionally, the 2015 "Amendment to the Law on the
Protection of Consumer Rights and Interests” has enhanced consumer protection provisions,
especially for those engaging in cross-border online shopping, ensuring transparency, fairness, and
protection against fraud. The “Intellectual Property Law of the People's Republic of China", as
amended in 2020, also plays a crucial role in protecting intellectual property rights in the context of
cross-border e-commerce, which is a significant concern for both businesses and consumers
involved in international trade. A notable feature of cross-border e-commerce is its diverse business
models, including B2B (business-to-business), B2C (business-to-consumer), and C2C
(consumer-to-consumer). Among these, the B2C model is particularly prominent globally, with
major e-commerce platforms such as Alibaba, Amazon, and eBay playing a significant role in
global markets. Furthermore, with the development of social media and short-video platforms,
emerging models like social e-commerce and content e-commerce are also on the rise, further
promoting the diversification of cross-border e-commerce[2].
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2.2. Global Development Trends of Cross-Border E-Commerce

In recent years, cross-border e-commerce has rapidly developed, becoming a key driver of global
trade growth. Statistics show that the market scale of cross-border e-commerce has continued to
expand in recent years and is expected to continue to grow in the future. According to global trade
data, cross-border e-commerce has become an important part of the global consumer market,
especially in emerging markets, which show significant growth potential. Economies such as China,
the United States, and the European Union are major markets for cross-border e-commerce
transactions, while some developing countries like India, Brazil, and Southeast Asia are gradually
becoming important growth points due to improved internet penetration and the rise of the middle
class. The growth of cross-border e-commerce is not only reflected in market size but also in its
innovative transaction methods and deepening international cooperation. Technological
advancements have led to the widespread application of mobile payments, cloud computing, big
data, and artificial intelligence in cross-border e-commerce, further enhancing transaction efficiency
and consumer experience[3]. For example, global digital payment systems like PayPal and Alipay
provide convenient solutions for cross-border payments, while innovations in cross-border logistics
technology have significantly reduced logistics costs, enabling more small businesses to participate
in the cross-border e-commerce competition. Additionally, cross-border e-commerce platforms are
increasingly collaborating with overseas warehouses, logistics providers, and third-party payment
platforms, creating a cross-border e-commerce ecosystem. At the same time, as governments
worldwide gradually improve policies and regulations related to cross-border e-commerce, the legal
compliance environment for cross-border e-commerce is also improving. More and more countries
are introducing specific laws and policies targeting cross-border e-commerce, especially in areas
such as consumer protection, data privacy, and secure transactions. However, despite the promising
future of cross-border e-commerce, it faces challenges such as intense market competition, complex
compliance requirements, cross-border payment difficulties, and return/exchange issues, which
require more international consensus and cooperation in policy and legal frameworks. Overall, the
globalization trend of cross-border e-commerce and technological innovation have driven its rapid
development. In the coming years, with the further removal of global trade barriers, advancements
in electronic payment technologies, and increasing consumer demand for personalized and
customized products, cross-border e-commerce will continue to grow and become a significant
force in the global economy and trade[4].

3. Issues Facing International Trade Law in Cross-Border E-Commerce
3.1. Legal Applicability Issues

International transactions in cross-border e-commerce involve multiple national or regional legal
systems. Due to differences in legal systems across countries, determining which law applies has
become a critical issue in cross-border e-commerce. The legal applicability issues typically involve
contract law, consumer protection law, product liability law, etc. For example, if a consumer in
China purchases a product from the United States on an e-commerce platform and faces quality
issues or disputes, determining the applicable law and the jurisdiction of the court becomes crucial.
Additionally, different countries have different regulations and standards for cross-border
e-commerce transactions, leading to overlaps or conflicts in legal applicability and creating gaps in
the law.In China, the "E-commerce Law of the People's Republic of China", which came into effect
on January 1, 2019, specifically addresses the legal framework for e-commerce transactions,
including those in cross-border contexts. The law stipulates that e-commerce operators must fulfill
certain responsibilities, including ensuring consumer protection and resolving disputes. It also
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outlines the rules for defining applicable laws in cross-border e-commerce transactions, offering
guidance for resolving conflicts in legal jurisdiction. Furthermore, the "Contract Law of the
People's Republic of China™ which was replaced by the "Civil Code of the People's Republic of
China" in 2021, plays a crucial role in determining the enforceability of contracts in cross-border
transactions. The Civil Code, especially its contract provisions, provides the legal basis for
resolving disputes related to cross-border e-commerce transactions. Additionally, China's
"Consumer Protection Law™ and its amendments in 2013 and 2021, specifically address consumer
rights protection in cross-border e-commerce, offering consumers legal recourse for disputes,
including those related to the quality of goods purchased from foreign merchants. The "Product
Quality Law of the People's Republic of China", effective from 1993, also plays a key role in
ensuring that products sold in China, including those obtained through cross-border e-commerce,
meet the required safety and quality standards. To address the complexities of cross-border legal
applicability, the international community needs to strengthen cross-border legal coordination and
work towards a unified or compatible framework for legal applicability in cross-border
e-commerce.[5].

3.2. Intellectual Property Protection Issues

Intellectual property protection is a prominent issue in cross-border e-commerce transactions.
E-commerce platforms allow goods and services to quickly circulate across borders, leading to an
increase in infringements. These infringements often manifest as counterfeit goods, patent
violations, trademark infringements, copyright violations, and more. The challenges faced by
cross-border e-commerce in terms of intellectual property protection include: first, the varying
intellectual property protection standards in different countries, which make cross-border
e-commerce platforms a breeding ground for infringing products; second, many infringing activities
span across multiple countries or regions, resulting in poor enforcement coordination, which makes
it difficult to curb intellectual property violations effectively; and third, the unclear responsibility
between e-commerce platforms and merchants, where platforms may fail to conduct reasonable
checks, often becoming the focal point of disputes in intellectual property cases. In response to
these challenges, international cooperation has already been initiated, such as through organizations
like the World Intellectual Property Organization (WIPO) to promote a global intellectual property
protection framework. However, the unique nature of cross-border e-commerce means that the
existing intellectual property protection system still faces many limitations and needs further
improvement and innovation[6].

3.3. Taxation Issues

Cross-border e-commerce transactions often involve different national tax systems, and
differences in tax policies create challenges for cross-border e-commerce. The main issues include
the collection of Value-Added Tax (VAT), customs duties, and other indirect taxes. Since
cross-border e-commerce transactions are typically conducted through online platforms and goods
flow rapidly, traditional tax administration methods cannot effectively cover all transactions. Many
countries' tax authorities struggle with tracking cross-border e-commerce transactions, determining
tax standards, and handling cross-border payments. Additionally, different countries have varying
customs policies on cross-border e-commerce goods, leading to complex tax compliance
requirements for e-commerce businesses[7].

For example, the European Union recently implemented stricter VAT collection policies for
cross-border e-commerce, requiring e-commerce platforms and merchants to directly charge VAT
on sales and report to tax authorities. While this policy helps reduce tax evasion, it also places more
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compliance pressure on merchants. Furthermore, in some countries, the tax collection
responsibilities for cross-border e-commerce platforms are not clearly defined, leading to
inefficiencies in tax policy enforcement. Therefore, addressing taxation issues requires enhanced
international cooperation, promoting the unification of cross-border e-commerce tax policies, and
improving tax administration mechanisms[8].

3.4. Consumer Protection Issues

While cross-border e-commerce offers more choices for consumers, it also introduces new
consumer protection challenges. Cross-border e-commerce transactions involve different national
legal systems and consumer protection regulations, and the core issue in consumer protection is
how to safeguard consumers' basic rights, including product quality, after-sales services, return and
exchange policies, and information security. First, since cross-border e-commerce transactions are
distant, consumers cannot inspect the quality of goods before purchasing. If quality issues or service
disputes arise, it is often difficult to obtain timely and effective resolutions. Second, consumer
protection laws vary across countries, meaning that consumers in some countries may not enjoy the
rights guaranteed by their home country's laws when shopping cross-border, such as return and
exchange policies or after-sales services. Finally, due to the anonymity in cross-border e-commerce
transactions, some dishonest merchants may mislead consumers through false advertising or
fabricated reviews, severely damaging consumers' legitimate rights. To protect consumer rights,
cross-border e-commerce platforms need to implement more responsibility measures to ensure
merchants on the platform operate legally and compliantly. Governments should also strengthen
their supervision of cross-border e-commerce platforms, promote the coordination and cooperation
of international consumer protection regulations, and establish a more comprehensive consumer
protection system for cross-border e-commerce[9].

3.5. Data Privacy and Security Issues

With the rapid development of cross-border e-commerce, data privacy and security have become
another significant legal challenge. Cross-border e-commerce transactions typically involve the
cross-border transmission and storage of large amounts of sensitive consumer data, including
personal information, payment details, and logistics data, which often span multiple countries or
regions, each with its own legal regulations. Data privacy concerns primarily revolve around how to
protect consumers' personal data from misuse, leakage, or theft. Meanwhile, the issue of
cross-border data flow has sparked a series of discussions on data protection laws, especially after
the implementation of the General Data Protection Regulation (GDPR) in Europe, making data
privacy protection an increasingly global concern. Cross-border e-commerce platforms must
implement strict security measures, such as encryption technologies and identity authentication, to
ensure that data is not illegally accessed or misused during transmission or storage. However, the
global nature of cross-border e-commerce presents challenges in terms of geographic differences
and enforcement difficulties with data privacy protection laws. Therefore, countries should work
towards the creation of a unified framework for cross-border data protection and strengthen
international legal cooperation to ensure the security of data and the protection of consumer privacy
rights.In summary, cross-border e-commerce faces a series of legal challenges in the areas of legal
applicability, intellectual property protection, taxation, consumer protection, and data privacy. There
is a pressing need for global legal coordination and cooperation, as well as the improvement of
existing legal frameworks to ensure the healthy and sustainable development of cross-border
e-commerce[10].
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4. Analysis of the Limitations of Existing International Trade Law
4.1. Deficiencies of the Current International Trade Law System

The current international trade law system, primarily governed by the World Trade Organization
(WTO) and other multilateral agreements, has struggled to fully adapt to the rise of cross-border
e-commerce. First, the WTO and other international trade frameworks are based mainly on
traditional goods and services trade and lack specific provisions for digital trade and cross-border
e-commerce transactions. Traditional trade rules focus on the flow of physical goods and neglect
trade in digital products, virtual goods, and data flows, leaving many legal issues in cross-border
e-commerce, such as intellectual property protection for digital products, data privacy, and taxation,
inadequately covered.

Second, the existing international trade law system has notable deficiencies when it comes to
addressing legal applicability and dispute resolution in cross-border e-commerce. Since
cross-border e-commerce transactions involve multiple legal systems, legal interpretations and
applications differ across countries. Traditional international trade law mechanisms struggle with
applicability and coordination in this regard. For example, issues like consumer protection and
taxation in cross-border e-commerce often result in international disputes due to the lack of legal
uniformity, leading to low enforcement efficiency and limiting the development of cross-border
e-commerce.

4.2. Deficiencies in International Cooperation Mechanisms

The current international trade cooperation mechanisms appear particularly fragile when
addressing the emerging cross-border e-commerce sector. Although many multilateral or bilateral
trade agreements have been established between nations, these agreements were mostly developed
within the framework of traditional trade and lack specialized provisions for e-commerce. In
particular, significant gaps remain in areas such as cross-border e-commerce regulation, intellectual
property protection, and consumer rights[11]. For example, although the WTO has established a
"Work Program on Electronic Commerce," differences in policies among member states regarding
internet governance, data flows, and taxation have hindered the development of a unified legal
framework for cross-border e-commerce at the global level. Additionally, the legal systems of many
countries or regions are still heavily focused on protecting national interests, lacking effective
coordination on a global scale. The regulation of cross-border e-commerce requires not only
addressing traditional trade issues like tariffs and taxes but also managing emerging issues such as
digital goods and data flows. Due to the complexity of the global e-commerce market and the
diverse legal frameworks and policy enforcement approaches of different countries, international
cooperation mechanisms have struggled to establish a unified and effective regulatory system.

4.3. Gaps between Domestic Regulations and International Rules

The disparity between domestic regulations and international trade laws, particularly in the
cross-border e-commerce field, has further complicated legal compliance. Many nations lack
comprehensive and systematic legal frameworks for cross-border e-commerce, with issues such as
delayed legislation and weak policy enforcement. For instance, while some countries have
introduced policies related to cross-border e-commerce, these laws are often limited to specific
areas and fail to provide holistic and systematic legal protections for the industry. Another
significant gap lies in the regulation of data flows and privacy protection. In some countries and
regions, data privacy laws are relatively lax, with inadequate oversight of cross-border data flows,
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leading to risks of data breaches and misuse. Conversely, in jurisdictions like the European Union,
where data privacy is rigorously protected under regulations like GDPR, strict enforcement often
conflicts with the policies of other countries, creating barriers to cross-border data flows and
information sharing in international trade. Additionally, some nations lack systematic policies
regarding the taxation of electronic and virtual goods, complicating tax administration and creating
uncertainties for businesses and consumers. These legal discrepancies and delays not only increase
compliance costs for cross-border e-commerce but also impact the operational efficiency of global
e-commerce platforms and businesses. As cross-border e-commerce continues to expand, countries
must accelerate the alignment of their domestic laws with international standards, improving the
legal frameworks and policies for cross-border e-commerce to bridge the gap between domestic and
international regulations. This alignment is essential to fostering a healthy and sustainable global
e-commerce environment[12].

4.4. Insufficient Legal Enforcement and Regulation

The current international trade law system shows significant shortcomings in regulating and
enforcing rules for cross-border e-commerce. Due to its highly transnational and digital nature,
traditional border control and regulatory methods are insufficient to address the challenges posed by
this new industry. For example, cross-border e-commerce platforms typically operate within the
virtual space of the internet, enabling goods and services to flow quickly across global markets.
However, when disputes or illegal activities arise, the complexities of cross-border regulation make
it challenging to resolve such issues locally. Furthermore, cross-border e-commerce platforms often
lack transparency in fulfilling their responsibilities and obligations, leaving consumers without
effective legal recourse in the event of disputes. Another issue is that while the transaction volumes
in cross-border e-commerce are substantial, tax and tariff mechanisms in most countries and regions
fail to efficiently cover all transactions. Low tax compliance and significant tax evasion undermine
national tax revenues. Additionally, the collection, storage, and transmission of data in cross-border
e-commerce face weak regulatory oversight. Variations in the enforcement of data privacy and
security laws across countries exacerbate the challenge of adequately safeguarding data. In
summary, the current international trade law system exhibits significant limitations in addressing
the legal challenges of cross-border e-commerce. These limitations include the inadequacy of the
legal framework, deficiencies in international cooperation mechanisms, gaps between domestic
regulations and international standards, and insufficient enforcement and regulation. To address
these challenges, the international community must enhance legal and policy coordination,
advancing the development of a global legal system for cross-border e-commerce and promoting its
sustainable growth[13].

5. Strategies and Recommendations

5.1. Improving the International Trade Law System and Advancing the Legal Framework for
Cross-Border E-Commerce

To address the legal challenges posed by cross-border e-commerce, the international community
should accelerate updates and improvements to the existing international trade law system,
particularly in establishing legal norms for this emerging field. First, existing international trade
agreements can be amended and supplemented to explicitly define legal provisions related to
cross-border e-commerce transactions. For instance, within the World Trade Organization (WTO)
framework, specific rules on digital trade, electronic payments, data protection, and intellectual
property could be strengthened, with the aim of forming international legal instruments for
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cross-border e-commerce. This would enable e-commerce platforms and businesses globally to
adhere to unified legal standards, reducing cross-border legal conflicts. Second, the dynamic nature
of cross-border e-commerce necessitates a more flexible legal framework that allows for
adjustments based on actual conditions among nations. A more adaptable and compatible legal
system under the international trade law framework could be explored, enabling countries to make
suitable modifications according to their economic and social development while adhering to global
principles. For example, a "Code of Conduct for Cross-Border E-Commerce” could be established
as a common legal reference framework worldwide.

5.2. Promoting International Cooperation to Enhance Legal Coordination and Information
Sharing

The inherent boundaryless nature of cross-border e-commerce makes international cooperation
critical for addressing its legal challenges. Governments should leverage multilateral mechanisms,
such as the WTO and the United Nations Commission on International Trade Law (UNCITRAL), to
strengthen legal coordination and collaboration for cross-border e-commerce, develop consistent
regulations and standards, and ensure the international legal system effectively supports its growth.
In areas such as intellectual property protection, consumer rights, and data privacy, international
cooperation is particularly essential. Nations should build on existing international agreements to
establish specialized mechanisms for cross-border e-commerce, facilitating information sharing and
enforcement collaboration. For example, a global intellectual property protection network could be
developed to harmonize the handling of intellectual property infringement cases in cross-border
e-commerce, minimizing enforcement difficulties caused by legal discrepancies. Additionally,
cross-border e-commerce enterprises and platforms should enhance their sharing of information and
best practices, especially in tax compliance and consumer protection, fostering self-regulatory
standards within the industry to improve overall legal compliance.

5.3. Establishing Domestic Regulations to Align with Cross-Border E-Commerce
Characteristics

As cross-border e-commerce evolves, domestic regulations must align with international rules
while addressing the unique demands of the e-commerce industry. Governments should build upon
traditional trade laws by introducing dedicated regulations for cross-border e-commerce, clarifying
the rights and responsibilities of platforms, merchants, and consumers. Specific areas, such as data
privacy protection, return and exchange policies, and product quality standards, should be refined to
ensure consumers’ basic rights are protected, unscrupulous merchant practices are curbed, and fraud
in cross-border e-commerce is mitigated. Moreover, countries should refine tax policies for digital
and virtual products, streamlining tax administration for cross-border e-commerce. Establishing
unified tax standards for cross-border transactions could reduce the adverse effects of differentiated
policies on tariffs and value-added tax (\VVAT). For small cross-border e-commerce businesses, tax
incentives could be introduced to lower compliance costs and encourage participation by small and
medium-sized enterprises. Domestic laws should also enhance the oversight of cross-border
e-commerce platforms, particularly regarding platform accountability, intellectual property
protection, and data security, ensuring platforms fulfill compliance requirements and do not shelter
illegal activities.

5.4. Strengthening Platform Responsibility and Promoting Corporate Self-Regulation

As the core of cross-border e-commerce transactions, e-commerce platforms must assume
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greater legal responsibility, particularly in ensuring transaction legality, protecting consumer rights,
and safeguarding data security. Platforms should oversee merchants on their platforms to ensure
compliance with relevant laws and regulations through effective reviews of their conduct. For
instance, platforms can leverage technology to verify merchants’ credentials, product quality, and
user reviews, ensuring products meet the safety and quality standards of export destinations.
Additionally, platforms should clearly define their legal obligations in intellectual property
protection, data privacy, and secure payment systems. They should proactively establish transparent
compliance mechanisms, such as collaborating with intellectual property organizations for real-time
monitoring of infringing products and establishing efficient complaint resolution systems. Platforms
should also strengthen user data encryption technologies to protect consumer privacy. To achieve
these goals, e-commerce platforms should actively cooperate with governments, international
organizations, and industry associations to promote self-regulatory mechanisms within the industry.
For example, forming a cross-border e-commerce industry association could facilitate experience
sharing and compliance standardization among businesses, fostering the healthy development of the
entire industry.

6. Conclusion

With the rapid development of cross-border e-commerce, the existing international trade law
system faces numerous challenges, including insufficient legal adaptability, deficiencies in
international cooperation mechanisms, and inadequate enforcement and regulation. To address these
challenges, it is essential to improve the international trade law system, establish a robust legal
framework for cross-border e-commerce, promote international cooperation and information
sharing, and narrow the gaps between domestic regulations and international rules. At the same time,
cross-border e-commerce platforms should strengthen their legal responsibilities, enhance
self-regulation, and work toward the unification of industry regulations. By implementing these
measures, the sustainable development of cross-border e-commerce can be ensured, fostering a
more regulated and law-based global e-commerce environment.
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