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Abstract: Nowadays, leakage of Android private information security is protected by
application audit mechanism in formal application store and the Android mobile security
mechanism. But because of insufficient of these two security, mechanism leakage of
privacy incidents happened frequently. In this paper, we get the sensitive resources
permission mapping table and sends the data permission mapping table according to the
relationship between resources and permission and characteristics of sensitive resources.
The judging rules and the detection process for the malicious application of privacy
leakage are developed from these two mapping tables. Finally, 884application samples are
tested and the experiment result demonstrates the advantages and disadvantages of the
method.
1. Introduction
The Android phone has become one of the most popular smartphones and many applications are
widely used in the meanwhile. The statistics of the IDC shows that, the google application store has
published more than 120 million Android applications. Nowadays, many cell phone manufacturers,
such as Huawei, Xiaomi and Samsung, are still work on the development of the Android phone.
The Symantec regard those applications that haven’t been authenticated by the formal manufacturer
as the “gray applications” [1], which have occupied one third of the whole application market. In
consequence, there contains great potential dangerous in these gray applications.
At the same time, there are many loophole the legality of the certification application in formal
application stores. For example, the google application store only verify whether the identity of the
registrant is legal to make sure the legality of the applications, but the subsequent applications from
the verified registrant would not be verified again.
Though the sandbox technology and the authorization mechanism are adopted to guarantee the
reliability of the kernel, many process communicating with each other will make the private date
leak. In today, a malicious attacker could locate the position of the user through the location
function in the application, look over the private content in the message, or eavesdrop on
conversations to steal and leak privacy data of the users. They make Android information security
problems become more severe. In this paper, three works are investigated mainly as follows:
(1) According to the relationship between resources and authority and the characteristics of
sensitive resources summed up the sensitive resources - permission mapping table and sending-data
resources - permission mapping table.
(2) Based on the two mapping tables, inducing three rules and testing procedures.
(3) We tested 884 samples of applications in the domestic third-party Android application market,
and analyze the effectiveness and shortcomings of the method based on experimental results.

56

2. The ways of checking the applications reveal privacy data
This section is divided into three parts, the first part describes the institution of resource
permission mapping table. The second part describes the rules for checking the applications reveal
privacy data. The third part introduces the process of checking the applications reveal privacy data.
3. Resource Permission Mapping Table.
The institution of resource permission mapping table is divided into four steps:
(1) Summarizing sensitive resources. Sensitive resources are resources that can store and
transfer the privacy data or the valuable one [7,8]. According to the characteristic of privacy data in
Android, there are eight resources including messages, contacts, call records, SD card, GPS locator,
Bluetooth, camera and microphone
(2) Summarizing outbound data resources. By viewing the instructions in the Android
Developers website, you will be able to summarize the resources including the call, message,
net-access, E-mail, Bluetooth when the application sends outbound data.
(3) Summarizing the characteristics of the relationship between resources and permission
According to the description on the permission in the Android Developers, the relationship between
resources and permissions have the following three characteristics:
 The name of the permission contains the name of the resource with which the permission
control
 If the permission was registered, the program can only access a resource that is fixed in the
phone.
 Several different permissions can be individually access to the same resource.
(4) Getting sensitive resources - permission mapping table, as shown in Table 1 and sending
data resources - permission mapping table, as shown in Table 2. First, the resource names of the
first and second steps are used as the first column of two tables. Then referring to the relationship
between resources and permissions, we manually search on all the resources and add to two tables.
3.1. Rules for checking the applications reveal privacy data.
Based on the two mapping tables obtained in the previous section, the rules for determining
privacy data is developed:
Rule1: the permissions in Manifest.XML corresponding to sensitive data - permissions mapping
table, the application can steal the privacy data in the phone.
Rule2: the permissions in Manifest.XML corresponding to send data - permissions mapping
table, the application can send data out.
Rule3: When and only when the two rules to meet, the event that the application can reveal the
privacy of mobile phones is determined.
3.2. The process of checking the application reveal privacy data.
To detect whether the application can reveal privacy data, this section has developed a specific
testing process, that can be divided into the following three steps:

Finding the resources that the application can access. First, exporting the permissions
registration information in the Manifest.XML [2,3,6] as shown in Figure 1 and saving.

Matching the permission information in the first step with the sensitive-permission table.
According to the rule1, if match is successful, the conclusion that the application can obtain the
privacy data is determined, followed by the third step. If not, the process stops.

Matching the permissions one-by-one between the permission in the first step with
outgoing data-permission table. According to rule 2, if match is successful, the conclusion that the
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application can send data outwards is determined, finally drawing that the application will lead to
the disclosure of the privacy data.
Table 1. Sensitive resource privilege mapping table
Resource name

Permission name

Message
Mail list
Call log
SD Card
GPS
Bluetooth
Camera
Microphone

SEND_SMS；READ_SMS；RECEIVE_SMS；
RECEIVE_MMS
READ_CONTACTS；WRITE_CONTACTS；
CALL_PRIVILEGED
READ_CALL_LOG；WRITE_CALL_LOG
WRITE_EXTERNAL_STORAGE
ACCESS_FINE_LOCATION；
ACCESS_LOCATION_EXTRA_COMMAND；
BLUETOOTH；BLUETOOTH_ADMIN
CAMERA
RECORD_AUDIO

Table 2 Send data resources - access mapping table
resource name
Call
Message
Bluetooth
network access
E-mail

Permission name
CALL_PRIVILEGED
SEND_SMS；WRITE_SMS
BROADCAST_SMS
BLUETOOTH；BLUETOOTH_ADMIN
INTERNET
AUTO_SEND

<uses-permission
android:name="android.permission.INTERNET" />
<uses-permission
android:name="android.permission.ACCESS_WIFI_STA
TE" />
<uses-permission
android:name="android.permission.ACCESS_NETWOR
K_STATE" />
<uses-permission
android:name="android.permission.WRITE_EXTERNA
L_STORAGE" />
Figure1. Permission registration information sample
4. Experiment and result analysis
To test the advantages and disadvantages of the detection method of the application of data
privacy leak formulated by this paper. This section has carried on the test, and analyze the test
results.
58

4.1. Experrimental en
nvironmentt.
Depploy the toools in PC. Th
he experimeental enviro
onment:
operatinng system: WIN
W 10 Pro
o
internal sttorage: 8.00
0GB
processoor: Intel(R) Core(TM) i7-6700HQ
Q CPU@2.6
60GHz 2.59GHz
Google Galaxy Nexxus Android
d4.2.2 simuulator suppliied by Motiioning
Python22.7、JDK8
4.2. Experrimental subject.
We tested 884 sam
mples acquired from dom
mestic application marrket. These ssamples con
ntain game,,
social, new
ws and otheer applicatio
ons. There aare 668 app
plications have been shhown to rev
veal privatee
data. And 2216 applicaations are co
ommon appllication.
4.3. Experrimental results and analysis.
a
We connduct two experiments
e
s in the paaper. It only
y performs the first tw
two steps of
o detectionn
process at the first expperiment. The
T second experimentt tested the integrated ddetection prrocess. Andd
analyze thee two experrimental resu
ults respecttively.
4.4. Analyysis of experrimental reesults for th
he first exp
periment.
The tesst results off 884 samp
ples as show
wn in Figu
ure 2. 661 applications
a
s leak privaate data byy
accessing sstatic resouurces, 519 ap
pplications leak privatte data by accessing
a
haardware resources. Wee
divide thesse applicatioons into two
o classes acccording to the
t way to gain
g private data and an
nalysis.
In 519 aapplicationss accessing hardware rresources. The
T numberr of applicaations is thee largest byy
using GPS
S. The second largest is
i the appliication acceessing cameera. Most oof them are the social,,
photographhy or shoppping appliccations. Thhem often involves
i
money or m
monitoring ability.
a
Thee
number off applicationns is the leasst by accesssing Bluetoo
oth or micro
ophone. As shown in Figure 3.

Figure 2 distributioon of samplee test result s

Figure 3 malware ddistribution map
The num
mber of appplications gaining
g
privvate data by
y accessing file resourcces is 611.T
The numberr
of applicaations is laargest by accessing
a
eexternal sto
orage devices. The ssecond larg
gest is thee
applicationns reading the
t messagee and addre ss book. Th
hey are always the gam
me app and social app..
The numbeer of applicaations by acccessing reccord or systeem log is th
he least. As shown in Figure 4.
There aare 641 applications caan be detectted correctlly in 782 malwares
m
leaaking privatte data. So,,
we can figgure out thaat 141 appliications aree reported falsely,
f
and false positiive rate is 18.03%. 277
applicationns fall to deeclare, and false
f
negativve rate is 3..05%. And we detect thhat the 27 applications
a
s
use side chhannel attaccks to leak private dat
ata. So, Acccuracy and false negattive rate aree good, butt
false posittive rate iss too high and appliccations usin
ng side ch
hannel attaccks can’t be
b detectedd
effectivelyy.
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4.5. Analyysis of experrimental reesults for th
he second experiment
e
t.
To test the rule2，we use 78
82 applicatiions gaining
g private data in the ffirst experim
ment as thee
samples off second expperiment.
There aare 707 appplications th
hat can sendd data outw
ward in 782 samples. Thhey almost access net..
The numbber of appplications sending
s
meessage is the
t
second largest annd sending
g email orr
communication is smaall. As show
wn in Figuree5.
638 appplications arre malwaress in the 7077 application
ns. We can figure out th
that 69 applications aree
misinformeed, false poositive rate is 9.76%. Thhe three app
plications arre fell to deeclare. Comb
bining withh
the first exxperiment, there are 30
3 applicatiions are felll to declaree, false neggative rate increase too
3.39%. Annd sending message
m
meethod of the increased 3 application
ns are usingg the same GID.
G
We proove that whhen we use integrated rule, the result
r
has lo
ower false ppositive ratte than justt
using the rrule1, and false
f
negative rate ampplification is
i small, deetection effeect of appliications hass
been prom
moted. The method
m
coulldn’t detect application
ns using sam
me GID appllications to send data.
5. Relevaant work progress
p
Yajin Z
Zhou [4], cooncluded the installatioon feature, the code features,
f
thee permissio
on features,,
malicious behavior activation
a
conditions
c
and operattion mechaanism of m
malicious ap
pplications..
Nauman M [5] et al, deeveloped a defense toools on the frramework laayer: Apex.. The tool can discoverr
the threat iin time and don’t affecct the functioons of otherr application at the sam
me time. Zh
hang N [9] ett
al. On appplication layyer developed a tool: G
GUARDIAN
N. The tool can protecct the appliication dataa
produced w
when runninng from steaaling by othher applicatiions.

Figure 4 malware ddistribution map

Figuure 5 malwaare distributtion map
6. Summ
mary

By conncluding thee relationsh
hip betweenn resources with perm
mission and the characcteristics off
private ressources, we develop a method to detect the malware leeaking privaacy data. This
T
methodd
can effectively detect most malw
ware in the m
market. How
wever, it is not very efffective to applications
a
s
d applicatioons calling the
t same GIID.
using the sside channell attacks and
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