
An Efficient Certificateless Aggregate Signcryption 

Scheme in V2G 

Baoyi Wanga,*, Ronghua Yib, Shaomin Zhangc 

School of Control and Computer Engineering, North China Electric Power University, Baoding, 

Hebei, 071003, China 
awangbaoyi@126.com, baspiring_yironghua@163.com, czhangshaomin@126.com 

*Corresponding author 

Keywords: V2G, Electric vehicle, Certificateless aggregate signcryption 

Abstract: When EVs are charging and discharging or enjoying other services, it is crucial to 

protect the communication data between electric vehicles and charging service control 

centers. Guaranteed confidentiality and y-verification of information, and it takes a long time 

to verify when a large number of EV users are signing confidentiality at the same time. For 

those problems. We proposes a certificate-free aggregated signcryption scheme for V2G 

based on the assumption of Diffie-Hellman difficulty problem. A bilinear mapping operation 

is used to add the identity information of EV users and charging service companies into the 

signature and ciphertext respectively to hide the user identity information. In the aggregation 

verification phase, only two fixed bilinear mapping operations are used, which can 

effectively improve the computational efficiency. 

1. Introduction 

V2G (Vehicle-to-Grid) technology combines EV (Electric Vehicle) and smart grid, V2G has a great 

contribution in "peak and valley reduction" to relieve the load of the grid, but then there is a problem 

of privacy of the user or the vehicle information leakage [1]. Once the information is leaked, it will 

bring some trouble to the users, such as the attacker gets the information about the location, then it 

can easily get other sensitive information about the user by tracking and monitoring the EV user; it 

can also infer the EV user's electricity consumption habit based on the battery status; it can even 

determine the vehicle's activity range through the vehicle power information at different times, and 

advance to measure the EV The vehicle's power information at different times of the day can even be 

used to determine the vehicle's range of activity and advance to the EV user's daily life path. These 

security risks will cause EV users to be on the fence about V2G services [2]. As the number of EVs 

rises, their impact on the power system is increasing. In order to effectively mitigate the fluctuations 

caused by EVs entering the grid, charging service control centers need to adjust tariffs according to 

the real-time electricity consumption of EVs, and the energy interaction between various entities 

inevitably generates a huge amount of information data, which puts a huge pressure on the network. 

Therefore, a lightweight privacy protection scheme for V2G networks needs to be designed to 

improve the security of energy transactions in V2G networks and protect the private data of electric 

vehicle users [3].  
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Many researchers are working on convergent signing algorithms and information protection 

schemes for electric vehicle users in V2G networks. Saxena et al. designed a new network security 

and privacy protection architecture to support V2G networks based on a bilinear pairing technique to 

improve authentication efficiency through a bulk authentication protocol and to ensure forward 

privacy and identity anonymity of vehicles [4].Chen et al. proposed a blockchain-based ring-signature 

privacy protection method that uses ring-signature technology to guarantee the anonymity of vehicle 

users in the service process, as well as the authenticity and integrity of data transmission and the 

fairness of transactions, guaranteeing the anonymity, confidentiality, and integrity of user transaction 

data [5].LIU et al. propose a certificate-free aggregated signature scheme that uses only public 

parameters and Zhang et al. applied aggregated signatures and encryption to fully anonymous 

blockchain in the Bitcoin blockchain system [6-7].Wang et al. proposed a related scheme of 

aggregated signatures and encryption whose performance meets the requirements of in-vehicle 

systems, but there is a large room for improvement in computing efficiency [8]. He et al. used 

blockchain to implement the incentive for EVs in V2G, using anonymous addresses as the receiving 

address of the incentive, taking into account the privacy of EVs and aggregators[9] .Zhao et al. 

proposed a CLASC scheme, which uses a bilinear mapping operation with higher operational 

efficiency but lower security[10]. Niu et al. applied multi-recipient signatures to a heterogeneous 

cryptosystem to design an aggregated signatures algorithm in a heterogeneous environment, which 

allows secure communication between multiple senders and multiple receivers, effectively improving 

the efficiency of the communication system, and for receivers, preventing the disclosure of user 

information of legitimate receivers to unauthorized users by applying Lagrange interpolation 

formulas. Although satisfying the need for privacy protection, there are security issues [11].  

For these problems, we proposes a certificateless aggregate signcryption scheme for V2G 

networks. In the certificateless cryptographic environment, the bilinear mapping operation is used to 

hide the real-time charging data of EV users in the signcryption, which ensures the security and 

efficiency of the signcryption. 

2. Related technology 

2.1. Difficult problems related to elliptic curves 

(1) Elliptic curve discrete logarithm problem 

For a given group 𝐺 of order large prime 𝑞 and a generating element of that group is 𝑃, Hard 

to answer for any element 𝑎 ∈ 𝑍𝑞
∗ in a finite field with known 𝑎𝑃 ∈ 𝐺 and 𝑃. 

(2) Computational Diffie-Hellman problem 

For a given group 𝐺 of order large prime 𝑞 and a generating element of this group is 𝑃, Hard 

to answer 𝑎𝑏𝑃 ∈ 𝐺 for any element 𝑎, 𝑏 ∈ 𝑍𝑞
∗  in a finite field with known 𝑎𝑃, 𝑏𝑃 ∈ 𝐺 with 𝑃. 

2.2. Bilinear mapping 

The bilinear mapping addition and multiplication cycle groups are denoted as G1  and G2 , 

respectively, and the orders are all prime 𝑞. 𝑃 denotes the generating element of G1.  

1) Bilinearity: For any 𝑄 ∈ G1, there exist 𝑎, 𝑏 ∈ 𝑍𝑞
∗  such that 𝑒(𝑎𝑃, 𝑏𝑄)  =  𝑒(𝑃, 𝑄)𝑎𝑏. 

2) 𝑒(𝑃, 𝑃) ≠ 1. 

3) 𝑒(𝑄, 𝑅) is computable for any 𝑄, 𝑅 ∈ G1. 
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3. Detailed construction and design of the Scheme 

3.1. Scheme Introduction 

There are five main phases including initialization, key generation, EV user signcryption, DA 

aggregated signcryption and CSCC decryption. KGC initializes the system and generates key pairs 

for each registered user. After the EV user establishes wireless communication with the charging pile 

device using the cell phone for authentication, the charging pile will provide charging/discharging 

service for the EV and monitor the real-time charging data of the EV (such as battery status, load data, 

motor parameters and metering and billing data, etc.). The EV user will sign the real-time charging 

data and send it to the Data Aggregator (DA) via the charging pile, which will aggregate the received 

signatures and send them to the CSCC for decryption.  

3.2. Scheme model 

According to the V2G architecture, an architecture diagram of real-time data aggregation and 

signing for EV charging consisting of EV, charging pile, data aggregator, key production center, and 

charging service control center is constructed. As shown in Figure 1. 

 

Figure 1: Scheme structure of this paper 

CP: Charging pile not only provides charging services, but also communicates wirelessly with the 

cell phones of electric vehicle users. It monitors the data of the service process and sends the real-

time charging data of EVs to the data aggregator while the EVs are charging/discharging. 

EV: When EV is connected to CP, EV user can sign and encrypt its charging real-time data and 

public key and send it to CP. 

DA: Data Aggregator aggregates the signcryption data generated during EV power transactions 

within a charging station and sends that aggregated sign-off to CSCC. 

KGC: The Key Generation Center, as a secure trusted third party, can initialize the system 

parameters and generate keys for the parties in the system. 

CSCC: The charging service control center decrypts and verifies the aggregated signcryption data 
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from the data aggregator, adjusts the tariff in real time according to the users' electricity consumption, 

and plays a macro-regulatory role in the stability of the grid. It also regulates the charging piles in the 

market. 

3.3. Scheme implementation process 

The program implementation process is shown below. 

① KGC performs system initialization and calculates partial keys for EV users and charging 

service control center. 

② The EV user signs the real-time charging data and the public key, and sends the signatures to 

the data aggregator via the charging pile in the charging station. 

③ The data aggregator aggregates the signatures within a station and sends them to the charging 

service control center. 

④ The charging service control center verifies the aggregated signature data and decrypts it to 

obtain real-time EV charging data. 

⑤ The charging post continues to provide charging service for electric vehicles. 

4. Scheme implementation 

4.1. Key generation phase 

In this paper, we set the security parameter as 𝑘 and generate large prime numbers 𝑝, 𝑞(𝑞|𝑝 − 1). 

The (𝐺1, +) and (𝐺2,∙) cyclic groups, both of order 𝑞, and 𝑃 is a generating element of 𝐺1. The 

bilinear mapping 𝑒: (𝐺1 ∙ 𝐺2) → 𝐺2  and the three secure hash functions are 𝐻1: {0,1}∗ →
𝐺1, 𝐻2: {0,1}∗ × {0,1}∗ × 𝐺1 → 𝐺2, 𝐻3: {0,1}∗ → {0,1}𝑙𝑚 (𝑙𝑚 denotes the message bit length). 

1) System initialization. The system is initialized by KGC, 𝜃 ∈ 𝑍𝑞
∗  is randomly selected as the 

system master key and kept secret, 𝑃𝑝𝑢𝑏 = 𝜃𝑃  is computed, and the public system parameters 

𝑝𝑎𝑟 = {𝐺1, 𝐺2, 𝑒, 𝑃, 𝑃𝑝𝑢𝑏, 𝐻1, 𝐻2, 𝐻3}. 

2) Generate partial private key. KGC calculates 𝑄𝑖 = 𝐻1(𝑢𝑖), 𝐷𝑖 = 𝜃𝑄𝑖, and transmit 𝐷𝑖  and 

𝐷𝑐 to EV user 𝑢𝑖 and charging service controller 𝑢𝑐 respectively through secure channel. 

3) Generate user private key. EV user private key is generated by EV user participation and verify 

the equation 𝑒(𝑄𝑖 , 𝑃𝑝𝑢𝑏) = 𝑒(𝐷𝑖 , 𝑃), if the equation holds, it means that part of the private key is 

legitimate. EV user 𝑢𝑖 randomly selects the secret value 𝑥𝑖 ∈ 𝑍𝑞
∗ and generates user private key 

pair 𝑠𝑘𝑖 = (𝑥𝑖 , 𝐷𝑖). Where the private key of CSCC 𝑠𝑘𝑐 = (𝑥𝑐 , 𝐷𝑐) is generated in the same way. 

4) Generate user public key. EV user calculate public key 𝑝𝑘𝑖 = 𝑥𝑖𝑃. Where the CSCC public 

key 𝑝𝑘𝑐 = 𝑥𝑐𝑃 is generated in the same way. 

4.2. Electric vehicle users to Signcryption 

EV user 𝑢𝑖 signcryption its charging real-time data 𝑚𝑖 and sends it to the CP. the signcryption 

process is as follows. 

1) EV user 𝑢𝑖 randomly selects 𝑟𝑖 ∈ 𝑍𝑞
∗ , 𝑅𝑖 = 𝑟𝑖𝑃, 𝑈𝑖 = 𝑟𝑖𝑄𝑖. 

2) Electric vehicle user 𝑢𝑖 is calculated to obtain: 

𝑄𝑐 = 𝐻1(𝑢𝑐) 

𝑎𝑖 = 𝑒(𝑄𝑐 , 𝑟𝑖𝑃𝑝𝑢𝑏), 

𝑇𝑖 = 𝐻3(𝑢𝑐 , 𝑎𝑖 , 𝑅𝑖 , 𝑝𝑘𝑐 , 𝑟𝑖𝑝𝑘𝑐); 
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𝑐𝑖 = (𝑚𝑖||𝑢𝑖) ⊕ 𝑇𝑖; 

ℎ𝑖 = 𝐻2(𝑐𝑖||𝑈𝑖||𝑢𝑐); 

𝑣𝑖 = (𝑟𝑖 + ℎ𝑖)(𝑥𝑖𝑄𝑖 + 𝐷𝑖); 

3) EV user 𝑢𝑖 computes the ciphertext 𝜎𝑖 and sends it to DA via CP. 

𝜎𝑖 = (𝑅𝑖 , 𝑈𝑖 , 𝑐𝑖 , 𝑣𝑖) 

4.3. Data Aggregator to Aggregate signcryption 

The data aggregator DA collects ciphertexts of EVs in a charging station at a fixed time 𝑡𝑗  and 

aggregates them. 

1) DA receives all the ciphertexts 𝜎𝑖 (0 ≤ 𝑖 ≤ 𝑛) in the charging station and calculates 𝑉 =
∑ 𝑣𝑖

𝑛
𝑖=1 . 

2) DA outputs the aggregated ciphertext σ and sends it to CSCC, where 𝑡𝑖𝑚𝑒 is the time stamp. 

σ = 〈(𝑅𝑖 , 𝑈𝑖 , 𝑐𝑖)𝑖=1
𝑛 , 𝑉, 𝑡𝑖𝑚𝑒〉 

4.4. Charging service control center for decryption 

There are 4 main steps as follows. 

1) Charging service control center 𝑢𝑐 calculation 

𝑎𝑖
′ = 𝑒(𝐷𝑐 , 𝑅𝑖); 

𝑇𝑖
′ = 𝐻3(𝑢𝑐 , 𝑎𝑖

′, 𝑅𝑖 , 𝑝𝑘𝑐 , 𝑥𝑐𝑅𝑖); 

𝑚𝑖||𝑢𝑖 = 𝑐𝑖 ⊕ 𝑇𝑖
′; 

𝑄𝑖 = 𝐻1(𝑢𝑖); 

ℎ𝑖 = 𝐻2(𝑐𝑖||𝑈𝑖||𝑢𝑐); 

2) Verify whether the equation 𝑒(𝑉, 𝑃) = 𝑒(∑ (𝑈𝑖 + ℎ𝑖𝑄𝑖)𝑛
𝑖=1 , 𝑃𝑝𝑢𝑏 + ∑ 𝑝𝑘𝑖

𝑛
𝑖=1 ) holds, if it does, 

prove that σ is valid and output 𝑚𝑖(0 ≤ 𝑖 ≤ 𝑛), otherwise prove that the signature is invalid and 

output ⊥. 

5. Security of the scheme 

The security analysis of the scheme in this paper includes key correctness, ciphertext recoverability 

and legitimacy of the sending user. 

5.1. Key Correctness Analysis 

The EV user key consists of part of the private key of KGC and the secret value in the hands of 

the user. To ensure the reliability of the key passed from KGC, the correctness of the key passed from 

KGC is verified by the equation 𝑒(𝑄𝑖 , 𝑃𝑝𝑢𝑏) = 𝑒(𝑄𝑖 , 𝜃𝑃) = 𝑒(𝜃𝑄𝑖 , 𝑃) = 𝑒(𝐷𝑖 , 𝑃). 

5.2. Ciphertext recoverability and legitimacy of sending user 

Since 𝑚𝑖||𝑢𝑖 = 𝑐𝑖 ⊕ 𝑇𝑖
′ = 𝑐𝑖 ⊕ 𝑇𝑖, 𝑇𝑖

′ = 𝐻3(𝑢𝑐, 𝑎𝑖
′, 𝑅𝑖 , 𝑝𝑘𝑐, 𝑥𝑐𝑝𝑘𝑐), it is necessary to prove that 

𝑇𝑖
′ = 𝑇𝑖 and 𝑎𝑖

′ = 𝑎𝑖 to prove the correctness of the plaintext message 𝑚𝑖 as follows: 
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𝑎𝑖
′ = 𝑒(𝐷𝑐 , 𝑅𝑖) = 𝑒(𝜃𝑄𝑐 , 𝑟𝑖𝑃) = 𝑒(𝑟𝑖𝑃𝑝𝑢𝑏, 𝑄𝑐) = 𝑎𝑖 

𝑇𝑖
′ = 𝐻3(𝑢𝑐 , 𝑎𝑖

′, 𝑅𝑖 , 𝑝𝑘𝑐 , 𝑥𝑐𝑅𝑖) 

= 𝐻3(𝑢𝑐 , 𝑎𝑖
′, 𝑅𝑖 , 𝑝𝑘𝑐 , 𝑥𝑐𝑟𝑖𝑃) 

= 𝐻3(𝑢𝑐 , 𝑎𝑖
′, 𝑅𝑖 , 𝑝𝑘𝑐 , 𝑝𝑘𝑐𝑟𝑖) 

= 𝑇𝑖 

The plaintext message 𝑚𝑖  is obtained by 𝑚𝑖||𝑢𝑖 = 𝑐𝑖 ⊕ 𝑇𝑖
′ = 𝑐𝑖 ⊕ 𝑇𝑖 , verifying the 

recoverability of the ciphertext, and verifying the legitimacy of the sender's identity by verifying 

whether the equation 𝑒(𝑉, 𝑃) = 𝑒(∑ (𝑈𝑖 + ℎ𝑖𝑄𝑖)𝑛
𝑖=1 , 𝑃𝑝𝑢𝑏 + ∑ 𝑝𝑘𝑖

𝑛
𝑖=1 )  holds. Ensure that the 

received plaintext is valid, and ensure the correctness of the whole signed secret. 

Because 

𝑒(𝑣𝑖 , 𝑃) = 𝑒((𝑟𝑖 + ℎ𝑖)(𝑥𝑖𝑄𝑖 + 𝐷𝑖), 𝑃) 

= 𝑒(𝑟𝑖𝑥𝑖𝑄𝑖 + 𝑟𝑖𝐷𝑖 + ℎ𝑖𝑥𝑖𝑄𝑖 + ℎ𝑖𝐷𝑖 , 𝑃) 

= 𝑒(𝑈𝑖 + ℎ𝑖𝑄𝑖 , 𝑝𝑘𝑖)𝑒(𝑟𝑖𝜃𝑄𝑖 + ℎ𝑖𝜃𝑄𝑖 , 𝑃) 

= 𝑒(𝑈𝑖 + ℎ𝑖𝑄𝑖 , 𝑝𝑘𝑖)𝑒(𝑈𝑖 + ℎ𝑖𝑄𝑖 , 𝑃𝑝𝑢𝑏) 

= 𝑒(𝑈𝑖 + ℎ𝑖𝑄𝑖 , 𝑃𝑝𝑢𝑏 + 𝑝𝑘𝑖) 

So 

𝑒(𝑉, 𝑃) = 𝑒 (∑ 𝑣𝑖

𝑛

𝑖=1

, 𝑃) = 𝑒 (∑(𝑟𝑖 + ℎ𝑖)(𝑥𝑖𝑄𝑖 + 𝐷𝑖)

𝑛

𝑖=1

, 𝑃) 

= 𝑒 (∑(𝑟𝑖 + ℎ𝑖)𝑥𝑖𝑄𝑖

𝑛

𝑖=1

, 𝑃) 𝑒 (∑(𝑟𝑖 + ℎ𝑖)𝜃𝑄𝑖

𝑛

𝑖=1

, 𝑃) 

= 𝑒 (∑(𝑈𝑖 + ℎ𝑖𝑄𝑖)

𝑛

𝑖=1

, ∑ 𝑝𝑘𝑖

𝑛

𝑖=1

) 𝑒 (∑(𝑈𝑖 + ℎ𝑖𝑄𝑖)

𝑛

𝑖=1

, 𝑃𝑝𝑢𝑏) 

= 𝑒 (∑(𝑈𝑖 + ℎ𝑖𝑄𝑖)

𝑛

𝑖=1

, 𝑃𝑝𝑢𝑏 + ∑ 𝑝𝑘𝑖

𝑛

𝑖=1

) 

5.3. Public verifiability of the scheme 

Public verifiability means that the private information of the communicating parties is not involved 

in the process of computing the verification equation, and any third party can verify the validity of 

the signed secret by computing the verification equation. The verification equation of the scheme in 

this paper is 𝑒(𝑉, 𝑃) = 𝑒(∑ (𝑈𝑖 + ℎ𝑖𝑄𝑖)𝑛
𝑖=1 , 𝑃𝑝𝑢𝑏 + ∑ 𝑝𝑘𝑖

𝑛
𝑖=1 ), which does not contain the secret 

information of EV users and charging service control center and satisfies the public verifiability. 

6. Conclusion 

In order to address the privacy security problem of electric vehicles when charging/discharging, 

this paper proposes a certificate free aggregated signature scheme based on bilinear mapping. The 
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scheme protects the real-time charging data of electric vehicles while having less number of bilinear 

mapping operations, with higher operational efficiency and lower operational cost. 
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