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Abstract: This paper designs and implements an image encryption domain reversible watermarking 
algorithm based on ZUC stream cipher. The content owner encrypts the carrier image with ZUC 
encryption algorithm. The watermark embedder uses the LSB method to embed the watermark 
information, and the receiver first decrypts the encrypted image containing the embedded 
watermark. Then, according to the spatial correlation of natural images, the smoothness of each 
image block in each group is compared to find the modified image block, thereby realizing correct 
extraction of watermark information and image recovery. The simulation results of MATLAB show 
that the algorithm is simple, novel, and has high efficiency, and has high PSNR value and NC 
value. 

1. Introduction 
With the rapid development of information technology and the popularity of Internet technology 

in life, the content format of traditional media has gradually changed to digital. Digital technology 
makes it very convenient to store and propagate some multimedia data such as images, audio, video 
and text. [1].Copyright infringement, content tampering and other illegal activities have become 
easier, the copyright, integrity and validity of digital works are not guaranteed, which seriously 
damages the interests of the owner of the work, so how to implement effective copyright protection 
in the network environment and Information security means have become an urgent real problem [2].  

Digital watermarking [3-4] is a hot topic in the field of information security. Reversible 
watermarking can not only extract secret information from the confidential image, but also reduce 
the carrier image without loss. The existing encryption domain reversible watermark hiding methods 
can be divided into four categories: (1) no processing before encryption, by simply modifying part of 
ciphertext data to embed information [5-8]; (2) compressing ciphertext data to Make room for 
additional information [9-11]; (3) pre-process the encrypted image, reserve space for information 
embedding [12-15]; (4) encrypt the carrier data with public key mechanism, use encryption The 
homomorphism of technology embeds information [16]. Generally, reversible watermarking in 
encrypted domain adopts a simple encryption method and has potential security problems. Using 
ZUC algorithm to encrypt digital image can not only ensure the security of image encryption 
transmission, but also reduce the complexity of the encryption algorithm. 

2. Related Information 
2.1 ZUC stream cipher 

ZUC is a stream cipher algorithm named after the initials of ZU Chong Zhi, a famous 
mathematician in ancient China. It is called ZUC algorithm in Chinese. ZUC algorithm is the core of 
3GPP confidentiality algorithm EEA3 and integrity algorithm EIA3. Its function is to generate keys 
for encryption and decryption. The process of encryption at the sender is that the key generated by 
ZUC algorithm is bit-exclusive or the input plaintext is bit-exclusive, the process of decryption at the 
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receiver is that the input ciphertext is bit-exclusive or the same key as the above-mentioned 
encryption process, and the decryption can be realized. ZUC algorithm logically adopts three-tier 
structure design [17]. As shown in Fig.1, the functional structure of the ZUC algorithm is 
shown. The upper layer is a linear feedback shift register (LFSR). Each register of LSFR is 
31bit. The middle layer of ZUC algorithm is bit reorganization (BR), which realizes data conversion 
from LFSR data unit to non-linear function F and key output Z, as shown in Fig.1. The high 16 bits 
of LFSR's corresponding registers and the low 16 bits of the corresponding registers are reassembled 
into four 32 bits of data for the use of the non-linear function F and the key output Z. The lower level 
of ZUC algorithm is nonlinear function F. In the design of nonlinear function F, ZUC algorithm 
draws lessons from the design techniques of block cipher, using S-box and linear transformation L 
with high diffusion characteristics. 
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Figure 1. ZUC algorithm architecture 

2.2 LSB Watermarking Algorithm 
The LSB algorithm is the first proposed spatial domain information hiding algorithm. It uses a 

specific encryption key to generate a random signal through a pseudo-random sequence generator, 
then arranged according to certain rules into a two-dimensional watermark signal, and embedded in 
the lowest significant bit of corresponding pixel values of the original image. Since the watermark 
signal is hidden at the lowest significant bit, it is equivalent to superimposing a weak signal, 
so visually difficult to detect. As a method of information hiding for large data volumes, LSB still 
occupies a very important position in hidden communication. 

2.3 Image Encryption Technology 
Digital image is one of the most popular multimedia forms, and it is widely used in politics, 

economy, national defense, education, etc. Digital images have high confidentiality requirements for 
certain special areas such as military, commercial and medical. In order to achieve digital image 
secrecy, in practice, the two-dimensional image is generally converted into one-dimensional data, 
and then encrypted by a conventional encryption algorithm. Unlike ordinary text information, images 
are temporal, spatial, visually perceptible, and lossy compression is also possible. These features 

148



  

 

 

make it possible to design more efficient and secure encryption algorithms for images. Since the 
1990s, researchers have used these features to propose a variety of image encryption algorithms. To 
sum up, the concept of image encryption technology is a technology that uses the characteristics of 
digital images to design encryption algorithms to improve the security and computational efficiency 
of encryption. 

2.4 Reversible Watermarking 
Digital watermarks will get different classification results according to different classification 

criteria [24]. According to the embedded watermark information, whether the original carrier can be 
recovered without damage can be divided into two categories: reversible watermark and irreversible 
watermark [25]. The reversible watermark is also called lossless watermark. Not only the embedded 
watermark information can be completely extracted, but also the original carrier can be recovered 
completely without damage after the watermark is extracted [26]. This technology is generally used 
for integrity verification, lossless recovery, etc. of multimedia work, it is widely used in digital 
images with high security, high security and high precision, such as medical images, military images, 
electronic invoices, legal documents and so on. 

3. Design of Reversible Image Watermarking Algorithms in Image Encryption Domain Based 
on ZUC Algorithms 
3.1 Algorithm Introduction 

The basic framework of the algorithm is shown in Fig.2. First, the content owner uses ZUC 
algorithm to encrypt the original carrier image and get the encrypted image. Secondly, after the 
watermarking embedder gets the encrypted image, the LSB method is used to embed the image 
watermarking information into the encrypted image, and the encrypted image containing the 
watermarking information is obtained. Finally, the recipient uses ZUC algorithm to decrypt the 
image to get the decrypted image containing the watermarking information, and then recovers the 
image and extracts the watermarking information. 
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Figure 2. The frame of Watermark embedding system 

3.2 Image Encryption 

For an uncompressed grayscale image, the value range of any 1 image pixel ,i jp is [0,255], (i, j) 

indicates the position of the pixel in the block, and , ,i j kp  can be represented by 8 bits. Let the bit of 
each pixel be , ,1 , ,2 , ,7, ,...i j i j i jb b b  

, ,
, , [ ]mod 2

2
i j k

i j k k
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b = , k=0, 1,…..,7                        (1) 
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Where [ ]•  means rounding down, The content owner uses ZUC algorithm to generate a 
pseudo-random bit stream , ,i j kr , and performs XOR operations bit by bit with each bit , ,i j kb  of the 
image pixel.  

    , , , , , ,i j k i j k i j kB b r= ⊕                                 (3) 

The resulting , ,i j kB  is the result of image pixel ,, ki jp  encryption. The encrypted image is then 
transferred to the watermarking embedder. 

3.3 Watermark Information Embedding 
For encrypted information, even if the watermark embedder does not know the content of the 

original image, he can still embed the watermark information into the image by modifying a small 
part of the encrypted information. Firstly, the watermark embedder divides the encrypted image into 
several non-overlapping blocks of size s×s. In other words, the encryption bit , ,i j kB  in the same 
block satisfies ( 1) 1m s i m s− + ≤ ≤ 

, ( 1) 1n s j n s− + ≤ ≤ 

 and 0 k 7≤ ≤ (m and n are positive 
integers). Thus, each block will be used to carry 1 additional bit. For each block, the watermark 
embedder randomly divides the s2 pixels into S0 and S1. Here, the probability that each pixel belongs 
to S0 and S1 is 1/2. If appended as embedded 0, flip the 3 least significant bits of the secret pixel in 
each S0: 

, , , ,i j k i j kB B′ = , 0( , ) Si j ∈ ,  k=0, 1, 2                      (4) 

If appended as embedded 1, flip the 3 least significant bits of the secret pixel in each S1: 

, , , ,i j k i j kB B′ = , 1( , ) Si j ∈ ,  k=0, 1, 2                      (5) 

Other embedded information has not changed. 

3.4 Watermark Information Extraction and Image Recovery 
When receiving an encrypted image containing embedded information, the receiver first generates 

a key, and calculates the XOR of the received information and , ,i j kr  to obtain a decrypted image. We 
use , ,i j kb′  to indicate the decryption bit. Obviously, the original 5 most significant bits are correctly 
restored. For a certain pixel, if the embedding bit of the pixel in the image block is 0 and the pixel 
belongs to S1, or the embedding is 1 and the pixel belongs to S0. Then this data hiding will not affect 
any encryption bits of the pixel. So the least significant bit of the decryption must be the same as the 
original least significant bit. This means that the decrypted gray value of the pixel is correct. On the 
other hand, if the embedding bit in the pixel block is 0 and the pixel belongs to S0, or the embedding 
bit is 1 and the pixel belongs to S1, The least significant bit of this decryption is: 

, , , , , , , , , , , , , , , , , ,i j k i j k i j k i j k i j k i j k i j k i j k i j kb r B r B r b r b′ ′= ⊕ = ⊕ = ⊕ ⊕ = , 0,1,2k =       (6) 

This means that the 3-bit decrypted least significant bit must be different from the original least 
significant bit, in which case: 

, , , , 1i j k i j kb b′ + = , 0,1,2k =                           (7) 

Therefore, the sum of the decimals of the decrypted 3 least significant bits and the original 3 least 
significant bits is 7, and the error average energy of the decrypted and original gray values is 

7
2

0

1 [ (7 )] 21
8A

u
E u u

=

= − − =∑                          (8) 
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The probability of LSB decryption error is 1/2, when reconstructing an image using the decrypted 
data, the value of PSNR in the decrypted image is approximately 

2

10
25510log 37.9

2
A

PSNR dBE= =                         (9) 

The receiver extracts the embedded bits from the encrypted image and restores the original 
content. With the information hiding key, he can split the decrypted image into blocks and divide the 
pixels in each block into two groups in the same way. For each decrypted block, the receiver flips the 
3 least significant bits of the S0 pixel to form a new block, and flips the 3 least significant bits of the 
pixel in S1 to form another new block. We denote these two new blocks as H0 and H1. One of H0 
and H1 must be the original image block, and the other block is seriously interfered with by LSB 
flipping. For two image blocks of size s×s, define a function that measures the smoothness of the 
image block 

1 1
1, , 1 1, , 1

1 ,
2 2 4

s s
u v u v u v u v

u v
u u

p p p p
c p

− −
− − + +

= =

+ + +
= −∑∑                 (10) 
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− −

+ +
= = = =

= − + −∑∑ ∑∑                 (11) 

               1 2f c c= +                               (12) 

In the above formula, Pu,v is the pixel value in the square, and (u,v) is the position of the pixel in 
the block.c1 represents the difference between the center position pixel and its predicted difference, 
and c2 represents the difference between adjacent pixels. The smoothness of H0 and H1 is 
represented by f0 and f1, respectively, due to the spatial correlation of natural images due to natural 
images. The smoothness of the image after modification is less than before modification, therefore, 
the receiver can perform information extraction and image restoration by comparing f0 and f1. If 

0 1f f< , then view H0 as the original content of the image block and let the extracted position set to 
0, Otherwise H1 is the original content of the block and the extracted bits are 1. Finally, the extracted 
bits are concatenated to recover the watermark information and collect the recovered image blocks to 
form the original image. 
The correlation coefficient is used to characterize the correlation between the original image and the 
recovery image. The formula is as follows: 

           
, ,

2
,

i j i j
i, j

i j
i, j

p p
NC

p

′
=
∑
∑

                             (13) 

In the above formula, ,i jp  and ,i jp′  represent a pixel point of the original image and the recovery 
image with coordinates (i, j), respectively. 

4. Analysis of Results 
In this experiment, a Lena grayscale image with a size of 512 pixels and 512 pixels was used as 

the original carrier image as Fig.3. Fig.4 is an encrypted image obtained by encrypting with an 
encryption key. Subjectively, the human visual system has been unable to obtain any content of the 
original image from the encrypted image, such as edge information, important textures, etc. Fig.5 is a 
watermark of 64 pixels and 64 pixels to be embedded. Here, s=8, embed watermark information in 
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the encrypted image using the embedded key, and the encrypted image containing the watermark 
information is shown as Fig.6. 

               
Figure 3. Original image           Figure 4. Encrypted image 

               
Figure 5. Watermark information      Figure 6. Encrypted image containing  

                                    watermark information  
 

After receiving the encrypted map containing the watermark information, the receiver first 
decrypts the image by using the encryption key to obtain a decryption image containing the 
watermark information as shown in Fig.7. Its PSNR is 37.9 dB. The embedded watermark is 
successfully extracted from the decrypted image by using the embedded key, and the original image 
is completely recovered. The extracted watermark and recovered image are shown in Fig.8, Fig.9 
and the PSNR of the recovered image is 56 dB. 

                        
Figure 7. Decrypted image containing   Figure 8. Watermark extraction   Figure 9. Recovery image 

watermark information 
According to the image information entropy formula can calculate the information entropy of the 

encrypted image H≈7.9913. 

2
1

( ) ( ) log ( )
n

i i
i

H X p X p X
=

= −∑                          (14) 

The histograms of the original image and the encrypted image obtained by experiments are shown 
in Fig.10 and Fig.11, and Fig.10 is a histogram of the original image. In this case, the attacker can 
easily count the image information, and Fig.11 is the encrypted histogram. It can be clearly seen 
through comparison and Fig.8 that the ratio of almost pixels is relatively uniform. 
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Figure 10. Original histogram 

Figure 11. Encrypted image histogram 
Table 1 is obtained by calculating the NC values of the original image and the recovery image. It 

can be seen from Table 1 that the NC value is close to 1, indicating that the restored image has a 
higher quality. 

Table.1. NC value of the image 

图像 NC值

Lena

Baboon

Camera

Peppers

Lake

Cell

0.9999949

0.9999946

0.9999788

0.9999954

0.9999785

0.9999870

5. Conclusion
Through the MATLAB experiment simulation, a reversible watermarking algorithm based on the

low computational complexity of the image of ZUC algorithm is analyzed. The information entropy 
of the encrypted image and the histogram of the original image and the encrypted image are analyzed. 

153



  

 

 

It is found that the ZUC algorithm can combine the reversible watermark well. Moreover, the ZUC 
algorithm can generate a 32-bit key every cycle, which satisfies the real-time and fast requirements 
of digital image encryption, and is very suitable for digital image encryption. And by calculating the 
NC values of the original image and the recovery image, it is found that the restored image has a 
higher quality. Secure the image by encrypting the image with the key stream generated by the ZUC 
algorithm. The algorithm is novel and simple, but the size of the embedded watermark and the 
correct rate of image restoration are related to the block size S. Therefore, further research is carried 
out to improve the embedding amount and improve the peak signal-to-noise ratio of the decrypted 
image. 
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